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The profession is going through a transitional phase where digital era has set in. Artificial 
intelligence is becoming order of the day. Alexa is now ruling the homes and offices. 
Everything is getting digitalised. The Institute of Chartered Accountants of India (ICAI) itself 
is now paperless. It seems that the whole world has come into that one tool in our hand i.e., 
mobile. We cannot now think of a life without it. Google is now controlling the digital world 
and it is said that it is possible for Google to bring the world to a standstill nothing less than a 
world war. Social Media has become so much important that everybody is trying to have a 
piece of it. Whatsapp, Facebook, twitter, linked-in with likes and followers in these platforms 
are becoming decision making platforms. In such a scenario, can Artificial intelligence take 
over the human intelligence and make it subservient to itself. With digital revolution, digital 
frauds are also on the rise. It is now possible to buy the likes and followers. It is now possible 
to crop the images. It is now possible to steal the data. It is now possible to steal the privacy. 
In one of the biggest privacy fines, recently as per news reports Facebook agreed to pay US $ 
5 Billion (equivalent to almost Rs 35000 crores) in fine to regulators.  
 
It is in this background that the auditing profession is now performing the attest, compliance, 
and so many other complex functions that it is expected to do. Gone are the days when an 
auditor while auditing the books of accounts used to place red mark on the books of accounts 
as a matter of identification. Now in the digital era with virtual books of accounts there is no 
way one can make any mark of identification on the virtual books. Gone are the days when 
the income-tax returns were filled manually, now the government of India has proposed pre-
filled return forms to be sent and faceless assessments will be the order of the day soon. The 
auditing profession has a new competitor now in the form of a computer which is performing 
with its artificial intelligence what an auditor or a chartered accountant is supposed to do and 
the regulators are now evaluating the competency of the profession with that of a computer.  
 
In the light of above digital era, the laws are also changing. Information Technology Act, 
2000 which is now almost two decades old is ruling the digital legal world and is being 
amended consistently to adopt itself to the changing needs of the digitised society. 
 
In this regard, it is noteworthy to mention that with the advent of the Information Technology 
Act, 2000, several legislations including the Evidence Act, 1872 also needed amendments 
and the same was made effective from 17.10.2000 by virtue of insertion of inter alia Section 
65A and Section 65B in Chapter V dealing with ‘Documentary Evidence’. The aforesaid 
Sections were specifically introduced to provide for “special provisions as to evidence 
relating to electronic record” and “admissibility of electronic records” respectively. 
 
It is further important to note that the Income Tax Act, 1961 and the rules and forms made 
thereunder have also been amended from time to time to give cognizance to digital means of 
communication. The law now provides for the following mandatory digital means of 
communication and filing: 
 

1. Compulsory e-fling of income tax returns by all assesses excluding those in the 
category of super-senior citizen. It is relevant to note here that the returns of 
companies, political parties and those assesses having to get the accounts tax audited 
have to file the income tax return with the electronic signature mandatorily as per 
Rule 12 of the Income Tax Rules, 1962 

2. The application for lower deduction of tax at source  
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3. Filing of appeals before Commissioner (Appeals) excluding the cases where the 
assessee has the option to furnish the return of income in paper form 

4. TDS and TCS returns filed by some of the deductor/collector; 
 

In this regard, it is important to note that Section 140 of the Income Tax Act, 1961 which 
deals with “returns by whom to be signed” was amended vide the Finance No. (2) Act of 
2014 by substitution of the word “verified” for the word “signed” so as to enable the 
verification of returns both by sign in manuscript or by any electronic mode also. The 
Memorandum to the said Finance Bill reported in (2014) 365 ITR (ST) 169 in this regard 
states as follows under the head F. RATIONALISATION MEASURES: 
 
“Signing and verification of return of income 
 
The existing provisions under Section 140 of the Act provide that the return under Section 
139 shall be signed and verified in the manner specified therein.  
 
With a view to enable the verification of returns either by a sign in manuscript or by any 
electronic mode, it is proposed to amend Section 140 of the Act so as to provide that the 
return shall be verified by the persons specified therein. The manner of verification of return 
is prescribed under Section 139 of the Act. 
 
The amendment will take effect from 1st October, 2014”. 
 
It is important to note that even though Section 140, ibid. now talks about verification in the 
manner as prescribed in Section 139 of the Act, Section 139 itself does not talk about the 
prescribed manner of verification. It is Rule 12 of the Income Tax Rules, 1962 that provides 
for verification in the manner as stated in the relevant returns. 
 
Therefore, a question arises whether the said manner of verification can be said to be in 
accordance with the Income Tax Act, 1961 and Information Technology Act, 2000 where the 
Information Technology Act of 2000 specifically deals with the manner of authentication of 
electronic records in Section 3 by providing that any subscriber may authenticate an 
electronic record by affixing his digital signature. Moreover, Section 4 of the Information 
Technology Act, deals with legal recognition of electronic records and Section 5 deals with 
legal recognition of electronic signatures. A question may arise whether an issue as important 
as signature on the Income Tax Return whereby the assessee is made liable to serious legal 
consequences in case any of the information which is submitted/filed/transmitted to the 
Income Tax Department is either incomplete or incorrect can be made in such a manner as 
provided in Section 140. 
 
Further, it is also important to mention that Section 282 of the Income Tax Act, 1961 which 
deals with the provisions relating to “service of notice generally” and Section 282A of the 
said Act dealing with the provisions relating to “authentication of notices and other 
documents” have also been amended in the light of the growing needs of digitisation. The 
aforesaid Sections have been suitably amended to provide for the service of notice or 
summon or requisition or order or any other communication by the Income Tax Authority 
under the Act in the form of any electronic record and also the manner of authentication of 
such notices and other documents respectively have been prescribed. 
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Now, looking at the above mentioned provisions and the changing pace of digitisation, a 
question may arise as to whether the evolving law can be said to be equipped to cater to the 
changes in the digital world and the way frauds are being committed day in and out by the 
hackers and as well as the experts in the field of digital world. The way the Courts have 
solved the disputes in relation to the revenue enactments with the law, in the light of paper 
documents/physical safeguards, are no longer enough to deal with the disputes in relation to 
the revenue enactments after the mandatory compliances in the form of electronic records. It 
is now possible to easily manipulate electronic records by various means including but not 
limited to cropping, super imposing, copy paste and what not. The Courts are now called 
upon to decide the disputes in the light of such electronic evidences where there are 
innumerable possibilities of tampering the same. 
 
One such question recently came before the Apex Court in the case of Arjun Panditrao 
Khotkar Vs Kailash Kushanrao Gorantyal and others wherein the Hon’ble Court while 
considering a bunch of appeals in CIVIL APPEAL NO(s). 20825-20826 of 2017, on 26th of 
July ‘2019, opined that with the passage of time, reliance on electronic records during 
investigation is bound to increase. The law therefore needs to be laid down in this regard with 
certainty.  
 
The above decision of the Supreme Court wherein the matter relating to the applicability of 
Section 65A and Section 65B of the Evidence Act, 1872 was referred to a Larger Bench 
emanated from the decision of the Bombay High Court delivered on 24th of November ‘2017 
in the case of Kailash Kushanrao Gorantyal vs. Arjun Panditrao Khotkar wherein the issue 
relating to the authenticity of election petition submitted to the election commission by the 
candidate was considered by the Hon’ble High Court and evidence in the form of video CD 
was produced and authenticity of the said video CD was assessed in the light of Section 65A 
and Section 65B of the Evidence Act, 1872. 
 
Therefore, in the light of above discussion, it has to be seen whether the present provisions of 
the Income Tax Act and Rules regarding the manner of electronic communication between 
the assessee and the department and the evidences in the form of electronic records can be 
said to take care of the possibility of any kind of digital fraud. It has been held that rigours of 
Evidence Act are not applicable to income tax proceedings but the Bombay High Court in the 
case of J.S. Parker vs. V.B. Palekar reported in [1974] 94 ITR 616 (Bom) held that what was 
meant by saying that the Evidence Act did not apply to the proceedings under the Act was 
that the rigours of the rules of evidence contained in the Evidence Act was not applicable but 
that did not mean that when the taxing authorities were desirous of invoking the principles of 
the Act in proceedings before them, they were prevented from doing so. Evidence Act 
embodies principle of common law jurisprudence which could be attracted to a set of 
circumstances that satisfy its conditions. Similar was held in the case of Chuharmal Vs CIT 
(1988) 172 ITR 250(SC). 
 
The relevance of Evidence Act in cases of electronic documents now becomes all the more 
important in income tax proceedings in the age of Digital era.  
 
The Income Tax Act does not take into account situations where there can be possibility of 
frauds by way of wrongful use or misuse of electronic signature or unauthorised access to the 
electronic devices with an intention to create unauthorised electronic records in the form of 
email, notes, excel sheets, word files etc. It will not be out of place to mention that hardly the 
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digital signatures are affixed in presence of the person to whom the signature belongs and the 
digital signature token or key is given to the authorised representative, Chartered 
Accountants, and secretaries. Similarly for an assessee who is not very conversant with the 
digital world and who relies on someone else is susceptible to frauds etc. 
 
In a country like India where digitalisation is growing by leaps and bounds still a lot more 
needs to be done to secure the electronic mode of communication. Section 11, 12 and 13 of 
the Information Technology Act, deals with attribution, acknowledgement and dispatch of 
electronic records. In a situation where the originator of the electronic record is the assessee 
himself since his electronic signature is used but the attribution to that electronic record is to 
the secretary, chartered accountant, authorised representative, it is important and necessary 
that the verification in the return or the filing of form, appeals etc must distinguish between 
the attributor and the originator of the electronic record. This process is being followed by 
Ministry of Corporate Affairs whereby the signature of the professional i.e. the company 
secretary or the chartered accountant’s digital signature is affixed on the electronic document 
which is to be filed in certain cases. 
 
The manner in which the digital signatures are being issued must also be controlled by way of 
a central registry to see that there is no possibility or zero possibility of any such eventuality 
of a digital signature being duplicated.  
 
The Institute of Chartered Accountants of India has taken a very good step by making it 
mandatory w.e.f 01.07.2019 that all the certificates which are issued by Chartered 
Accountants are uploaded on the website of ICAI under the platform called UDIN so as to 
prevent unauthorised certificates being issued by persons who are not the professionals. 
 
Conclusion 
 
In the light of above the Chartered Accountants or the auditors with an onerous task of 
various attest functions need to be extra alert so that the challenges which the profession is 
facing can be dealt with in a manner which the society expects from them. 
 


